Abstract. Dynamic business networks (BNs) are intrinsically characterised by change. Compliance requirements management, in this context, may become particularly challenging. Partners in the network may join and leave the collaboration dynamically and tasks over which compliance requirements are specified may be consequently delegated to new partners or backsourced by network participants. This paper considers the issue of aligning the compliance requirements in a BN with the monitoring requirements they induce on the BN participants when change (or evolution) occurs. We first provide a conceptual model of BNs and their compliance requirements, introducing the concept of monitoring capabilities induced by compliance requirements. Then, we present a set of mechanisms to ensure consistency between the monitoring and compliance requirements when BNs evolve, e.g. tasks are delegated or backsourced in-house. Eventually, we discuss a prototype implementation of our framework, which also implements a set of metrics to check the status of a BN in respect of compliance monitorability.
Introduction
Business processes represent the foundation of all organizations and, as such, are subject to government and industry regulation. Organizations must collect data during business process execution to demonstrate the compliance with the regulations they are subject to. Examples of such regulations can be found in different industries and disciplines, such as HIPAA in health care, Basel II and SOX in financial management and accounting, or ISO 9001 for quality management.
Faster market dynamics and fiercer competition also push organizations to focus on their core business, engaging in Internet-enabled, highly dynamic collaborations with external partners, referred to as virtual enterprises or collaborative Business Networks (BNs) [5, 4] . BNs are characterized by cross-organizational business processes , i.e. processes that span the boundaries of individual organizations. When (part of) processes are delegated (outsourced) to other partners, organizations may loose visibility over such processes.
This becomes particularly relevant to the case of compliance requirements monitoring. As a result of delegation, compliance requirements will predicate on tasks executed by several heterogeneous organizations. Collecting the appropriate information to monitor such requirements and keeping this aligned with the compliance requirements defined in the BN may become challenging, since organizations (i) may not want to disclose relevant information, (ii) may not know which pieces of information they should disclose, or (iii) may not be able to capture the required information in their own information systems. For instance, Section 404 of the SOX act states that data security breaches should not be hidden from auditors and always reported to shareholders [14] . A SOX-compliant company A delegating parts of its activities to a company B could remain compliant only if company B would be able to report data security breaches (at least on the data A shared with B to delegate its activities).
Although there are standards, such as ISAE 3402, specifically targeting compliance in service organization outsourcing, these still focus on long-term oneto-one relationships between clients and external service organizations, defining the controls required by clients and the requirements of the service organization to satisfy such controls. Moreover, they take a static perspective on compliance, as they only imply the generation of ex-post reports of periodic audits.
The Internet-enabled BNs that we are considering in this work, however, are intrinsically dynamic, i.e. they are characterized by change, such as partner substitution or process outsourcing exploiting dynamic partner selection [5, 2] . In extreme cases, BNs can be instant [11], i.e. setup to tackle a specific business need, such as the organization of a large-scale event or the recovery from a natural disaster, and dismantled immediately after the business need has been served. In such a scenario, compliance management cannot rely on long term contracts and ex-post audits, but it should rather mimic the intrinsic dynamicity of the collaboration. This paper proposes a framework for aligning business process compliance and monitoring requirements in dynamic BNs. Our focus, therefore, is on maintaining the alignment between process compliance and monitoring requirements as BNs evolve. In particular, our framework is based on the premise that compliance requirements induce monitoring requirements in the BNs. For instance, to verify the occurrence of a certain task in a process, the organization responsible for the execution of the process needs to provide some evidence of the task execution, such as an event log showing the execution of the task extracted from the company's internal information systems. Given a set of compliance requirements, our framework computes the set of actions required in the BN to maintain the monitorability of the requirements when evolution occurs. Evolution can be at the structural level, e.g. a process or part of it is outsourced from one actor to another actor in the BN, or at the compliance management level, e.g. a new compliance requirement is introduced in the BN.
The steps of the development of our framework are shown in Fig. 1 . We first define a conceptual model for representing BNs, their evolution, and their compliance and monitoring requirements. At the conceptual level we also define the mechanisms for aligning compliance and monitoring requirements. The conceptual model is not directly implementable, since it abstracts from specific choices
